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PROCLAMATION NO. 1310/2023 

INFORMATION TECHNOLOGY PRODUCTS 

SECURITY CLEARANCE AND CONTROL 

PROCLAMATION 

 

WHEREAS, it is imperative to 

maintain information technology's positive 

contribution to the nation's sustainable growth by 

raising national production and efficiency and 

enhancing residents' quality of life in a secure 

manner; 
 

WHEREAS, it is necessary to prevent 

and minimize potential attacks on national 

information resources and citizens, resulting from 

negative impacts associated with the 

advancement and sophistication of technology 

products; 
 
 

WHEREAS, it is necessary to impose a 

clear responsibility on actors who import, export, 

and use information technology products that 

pose a threat to information security;  

 

WHEREAS, it is necessary to establish 

a transparent, consistent, and equitable system 

capable of identifying prohibited and restricted 

information technology products, determining 

security clearance procedures, and monitoring 

and controlling the products;  
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WHEREAS, it is important to pass 

legislation for the imposition of suitable 

corrective action against persons who illegally or 

without proper security clearance utilize 

prohibited and restricted information technology 

products that pose an information security risk; 
 

NOW, THEREFORE, in accordance with 

Article 55(1) of the Constitution of the Federal 

Democratic Republic of Ethiopia, it is hereby 

proclaimed as follows: 
   

PART ONE 
 

GENERAL PROVISIONS  

1.   Short Title 

This proclamation may be cited as the 

“Information Technology Products Security 

Clearance and Control Proclamation No. 

1310 /2023”. 

2.   Definition 

Unless the context requires otherwise in this 

Proclamation: 

 

1/ “Information Technology Product” 

(herein after refered to as “Product”) 

means any technology device, design, 

algorithm, method, service, or 

application that can infiltrate, disrupt, 

intercept, destroy, mislead, distort, steal, 

and falsify electronic data or signals; 

 

 

 

2/ “Electronic Data” means information, 

data, or program that is produced, stored, 

disseminated, analyzed, or used in any 

type of information technology product; 

 

3/ “Information Security risks” means 

attacks that may compromise the 

confidentiality, integrity, and availability 

of information when it is collected, 

analyzed, stored, disseminated, or used;  
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4/ “Prohibited Product” means a 

technology product due to its potential 

risk to national information security, 

prohibited from entering or leaving the 

country, or from being used in the 

country under this Proclamation;   

 

5/ “Restricted Product” means a technology 

product due to its potential risk to 

national information security, restricted 

from entering or leaving the country, or 

from being used without having an 

appropriate security clearance permit 

under this Proclamation; 

 

6/ “Regulated Activity” means regulating 

activities such as importing, exporting, 

manufacturing, assembling, creating, 

selling, exchanging, possessing, 

trafficking, promoting, utilizing, and 

facilitating the use of prohibited or 

restricted products;  

 

7/ “Security Clearance Permit” means a 

permit issued to import, export, or use 

restricted products that are identified 

based on this Proclamation for a specific 

purpose;   

 

8/ “Relevant Entities” means government 

institutions that are directly or indirectly 

responsible for information communication 

technology control through their 

establishing law;  

9/ "Forfeiture" is a system in which 

prohibited or unlicensed, potentially 

threatening products are forfeited by the 

government as per customs regulations 

when they are acquired by any person in 

contravention of this proclamation;  

 

10/   “Administration” means Information 

Network Security Administration; 
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11/ “Person” means any natural or juridical 

person; 

 

12/ Any expression in the masculine gender 

includes the feminine. 

 

3.   Scope of Application 

 

1/ The provisions of this Proclamation shall 

apply to any person engaged in the 

importation, exportation, manufacturing, 

creating, sale, exchange, possession,   

trafficking, promotion, use, or facilitating 

the use of products. 

 

 

2/ Notwithstanding the provisions of Sub-

Article (1) of this Article, this 

Proclamation shall not apply to the 

Ethiopian National Defense Forces and 

Federal Police Security Institutions. 

 

PART TWO 
 

PROHIBITED AND RESTRICTED 

PRODUCTS 
 

4.   Imposition of Prohibition and Restriction  

 

1/ The Administration shall identify and issue 

Directive concerning prohibited and 

restricted products in collaboration with 

the National Intelligence and Security 

Service and other relevant entities.   

 

2/ The Administration shall annually revise 

the list of products that are prohibited or 

restricted through Directive in 

accordance with Sub-Article (1) of this 

Article.  

 

3/ The Administration may impose additional 

prohibitions or restrictions on the import, 

export, or local utilization of a new 

product that poses a threat to information 

security.   
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4/ The Administration shall make available to 

the public the list of products that are 

prohibited or restricted in accordance 

with Sub-Article (1) of this Article, 

through its website and other options.  
 

5.   Prohibited Activities  
 

1/   Performing any regulated activities using 

prohibited products as per Article 4, Sub-

Article (1) of this Proclamation is 

prohibited. 

 

2/   Performing any regulated activities using 

restricted products as per Article 4, Sub-

Article (1) of this Proclamation without a 

valid security clearance permit is 

prohibited. 

 

3/   Notwithstanding the prohibition provided 

under Sub-Article (1) of this Article, the 

Administration by enacting a Directive 

and setting up a control mechanism may 

issue a permit for the importation, 

exportation, and utilization of prohibited 

products for education, or research and 

development purposes.    

 

6.   Security Clearance Permit 

 

1/    The Administration will issue a security 

clearance permit, to carry out regulated 

activities using restricted products. 

 

2/   The Administration issues the following 

types of security clearance permits: 
 

a)    product pre-import permit; 

 

b)    product Import permit; 
 

c)    product export permit; or 
 

  d)  product manufacturing, sale, and 

other permits to conduct regulated 

activity. 

 

3/   The Administration shall issue Directives 

regarding the permit application process, 

application period, response to the 

application, grievance mechanism and 

other relevant issues for obtaining 

security clearance permits stipulated 

under Sub-Article (2) of this Article.   
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4/   The security clearance permits issued in 

accordance with Sub-Article (1) and (2) 

of this Article do not affect the licensing 

and supervision mechanism put in place 

by other relevant entities for national 

security and verifying technical standards 

and competencies of technologies.   

 

7. General Requirements for Security 

Clearance Permits  

 

1/  A person applying for a security clearance 

permit in accordance with the provisions 

of Article 6 of this Proclamation shall 

meet the following requirements: 
 

a)  Renewed Identity Card, Digital ID, 

Passport, or Legal personality 

document; 

 
b) when the applicant is a foreign 

national residence permit, work 

permit, or valid Ethiopian visa; 

 
c)  be not legally or by court decision 

incapable fully or partially; 
 

d)    permanent address; and 

 

e)  other technical requirements specified 

by the Administration that are 

related to the product to be 

permitted. 
 

2/ The Administration shall issue a security 

clearance permit when the requirements 

set out under Sub-Article (1) of this 

Article are fully met and the application 

is accepted.  
 

8.   Content of Security Clearance Permit  

product security clearance permit should 

contain the following information: 

1/  The full name, photo, and address of the 

person with a permit; 

 

2/ Type of the product, country of origin, 

model, serial number, production year; 

3/    The purpose of the permit; 
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4/  Name, Signature, and a Stamp of the 

Authorized Head of the Administration; 

5/  The issuance and expiration year and date 

of the permit; and 

 

6/    other contents specified by the 

Administrative Directives, based on the 

type and characteristics of the product.  

 

9.   Conditions for Renewal of Permit  
 

1/  Any person granted a security clearance 

permit in accordance with this 

Proclamation, as it deems necessary shall 

renew his permit annually as per the 

procedure tobe set by the Administration; 

2/ The Administration within the schedule 

specified in the Directive shall renew the 

security clearance permit upon verifying 

requirements have been met.  

 

 

10. Obligation of a Person Issued with a 

Security Clearance Permit  

Any person who has been granted a security 

clearance permit as per this Proclamation shall 

have the following obligations: 

 

1/ Use the permitted product only for its 

intended purpose and limit; 

 

2/   Not to transfer, lend, make use, or 

transfer custody of the security clearance 

permit or permitted product to a third 

party without prior notice and permit of 

the Administration; 

 
 

 

3/  To hold the security clearance permit 

while handling and using the product; 
 

4/   Immediately notify the Administration, if 

there is a change in any of the 

requirements necessary for the issuance 

of the permit.  

5/   Notify the Administration within 8 hours 

after recognizing the permitted product is 

damaged, lost, stolen, or in any way out 

of its control;  
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6/  To provide the necessary information 

requested by the Administration while 

fulfilling its regulatory responsibilities 

and to provide explanations it may 

require; and 

7/  To comply with this Proclamation and 

other obligations set out in the 

Regulations and Directives issued for the 

implementation of this Proclamation; 
 

11.  Suspension of permit  

In case of doubt as to the exitance of any of 

the circumstances set out in Article 12 Sub-

Article (1) of this Proclamation, if it is 

deemed necessary to investigate the matter, 

the Administration may decide to suspend the 

product and security clearance permit; to take 

the custody of the product; or to take other 

technology-based action;   

12.  Revocation of Security Clearance Permit  
 

1/ security clearance permit may be revoked 

when: 
 

a)  the documents presented to acquire 

the permit are found to be forged; 

 

b)   it is verified that the permit is being 

used beyond the intended purpose 

and limit; 

 

c) the permit holder violated this 

Proclamation or Regulations and 

Directives issued for the 

implementation of  this Proclamation; 

d)  the permit expires and is not renewed; 
 

e)  the permit holder dies or loses his 

capacity through legal or judicial 

interdiction; 

f) the permit holder organization 

dissolves or ceases to exist; 

 

g)   one of the requirements for obtaining 

the permit is missing: 

 

h) the permitted product is lost, 

damaged, destroyed, being out of 

use due to its damage or out of the 

control of the permit holder for 

various reasons; 
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i)    the permit holder returns the permit 

at his discretion; or 

 

j)   When other conditions identified by 

the Administration are met. 
 

2/ When the conditions specified under Sub-

Article (1) of this Article are confirmed, 

the Administration will revoke the 

permit and may confiscate the product in 

accordance with the procedure to be 

specified through Directive 

 

13.  Collection of Fees 

 

The Administration shall collect fees for the 

services provided under this Proclamation in 

accordance with the Regulation to be issued 

by the Council of Ministers.   

PART THREE  

PRODUCTS CONTROL MECHANISMS  

 

14.  Control Mechanism 
 

The Administration will control products by 

deploying the following methods: 

 

1/  Setup standardize control mechanisms and 

control products at vulnerable entry and 

exit customs checkpoints of the country; 

 
2/  ensure modern technologies required for 

the capacity building of inspectors and 

inspection of products at customs 

checkpoints are fulfilled;  

 

3/  Performs timely Audit and Evaluation 

work on products imported into the 

country through security clearance 

permits; 
 

4/ establish  system to organize a database of 

permitted products within the country; 

 

5/ implement technological platforms to 

control the import, export, and use of 

products; 
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6/ collaborate with the relevant entities’ 

security and law enforcement agencies to 

prevent the importation, export, and local 

utilization of prohibited and restricted 

products; the details shall be issued by 

Directive.  
 

7/  in collaboration with stakeholders control 

the content of information communication 

technologies entering and leaving the 

country, whenever a circumstance arises 

that threatens information security.  

 

15.  Designation of Inspector  

 

1/ The Administration shall designate 

professionals who inspect prohibited and 

restricted products; and provide them 

with identification stating their 

responsibilities. 

2/  The Administration shall issue a Directive 

for designating inspectors, security 

screening methods, requirements and 

ethical code of conduct. 

 

16.  Duties and Responsibilities of Inspectors  
 

The Inspector appointed by the Administration 

in accordance with Article 15 of this 

Proclamation shall have the following duties 

and responsibilities: 

1/  inspect the products at the import and 

export check points;  

 

2/   monitor and supervise the enforcement of 

the obligations provided in this 

Proclamation and the Regulations and 

Directives issued in accordance with this 

Proclamation; 

3/   in collaboration with relevant government 

law enforcement agencies, search and 

investigate any location with court order 

whenever there is reasonable suspicion 

that product has been seized or used 

illegally; 

 

4/  notwithstanding the provisions of Sub-

Article (3) of this Article, to search and 

investigate at any location without a 

court order, whenever there is an 

imminent information security risk and 
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reasonable suspicion the product or 

necessary evidence might be lost, 

damaged, or concealed before attaining 

court order; to notify the incident to the 

nearest court within 48 hours of the 

occurrence; 
 

5/   seize, seal, and collect information on any 

illegal products acquired through search 

and investigation in accordance with 

Sub-Articles (2) and (3) of this Article;  

 

6/ in collaboration with relevant law 

enforcement agencies stop, inspect, and 

seize any vehicle, whenever there is a 

reasonable suspicion of illegal 

possession of a restricted and prohibited 

product; 
 

 

7/ to provide an up-to-date report to the 

Administration after performing the 

inspection function.  
 

17.  The Obligation of the Inspector   
 

Every Inspector has the following 

obligations: 

 

1/ hold and show his identification during 

inspection; 

 

2/   to fulfill his responsibilities only within 

the scope of its powers and functions; 

 

3/   perform his activity diligently, faithfully, 

and carefully; 
 

4/ keep the confidentiality of any information 

or documents obtained as a result of the 

inspection.  

18.  Seizer and Forefeiture    

 

1/ When the Administration seizes prohibited 

and restricted products being used 

illegally, it will forfeit the products in 

cooperation with the Customs 

Commission;  
 

2/ In collaboration relevant body the 

Administration shall establish a 

procedure for storing, using, or disposing 

of confiscated products in accordance 

with Sub-Article (1) of this Article. 
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19.  Criminal Liability  

 

1/ Any person who commits any of the acts 

prohibited under Article 5 Sub-Articles 

(1) and (2) of this Proclamation shall be 

punished by rigorous imprisonment from 

three years to five years and a fine from 

Fifty Thousand to One Hundred 

Thousand Birr. 

 

2/  Where the crime described under Sub-

Article (1) of this Article: 
 

a)  is committed negligently and does not 

harm the security of the country and 

its citizens; shall be punished by 

simple imprisonment not exceeding 

three years and a fine of up to Fifty 

Thousand Birr; 
 

b)   is committed with large quantity of 

products or in an organized manner, 

shall be punished with rigorous 

imprisonment from five years to ten 

years, and a fine from Two Hundred 

Thousand to Five Hundred 

Thousand Birr. 
 

3/    Any person who contravenes Article 10 

and Article 17 of this Proclamation shall 

be punished with simple imprisonment 

from one to three years, and a fine from 

Five Thousand to Fifty Thousand Birr. 

 

 

PART FOUR 
 

MISCELLANEOUS PROVISIONS  

 

20.  Duty to Cooperate  
 

Every person shall have the duty to cooperate 

with the Administration Inspector while 

carrying out his responsibilities.  
 

21.  Grievance and Complaint Redressal  

 

1/ The Administration shall establish a 

complaint handling department and 

grievance and complaint redressal 

Directive to deal with complaints related 

to the implementation of this 

Proclamation. 
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2/ Any person who is aggrieved with the 

decision made in accordance with this 

Proclamation or Regulations and 

Directives issued for the execution of 

this Proclamation has the right to submit 

his complaint to the Administration. 
 

3/ A person who is dissatisfied with the 

decisions of the Administration may file 

a complaint to the competent Court. 
 

22.  Transitional  Provisions 
 

Following this Proclamation, any person who 

has in his passion prohibited or restricted 

products must obtain a security clearance 

permit for restricted products or submit 

prohibited products to the Administration 

within a year from the date of this 

Proclamation enactment.  

23.  Inapplicable Laws  

Any law or customary practice contrary to 

this Proclamation shall not apply to matters 

pertaining to this Proclamation. 

24.  Power to Issue Regulation and Directive 

 

1/ The Council of Ministers may issue 

Regulations necessary for the 

implementation of this Proclamation. 

 

2/ The Administration shall issue Directives 

necessary for the implementation of this 

Proclamation, and Regulations issued in 

accordance with Sub-Article (1) of this 

Article. 

25.  Effective Date 
 

This Proclamation shall enter into force on 

the date of its publication in the Federal 

Negarit Gazette. 

Done at Addis Ababa on this 6
th

 day of 

March, 2024. 
   

SAHLEWORK ZEWDIE 

 

PRESIDENT OF THE FEDERAL 

DEMOCRATIC REPUBLIC OF ETHIOPIA 
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